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Abstract of JP 2001 31 2286 (A) 



PROBLEM TO BE SOLVED: To prevent distributed 
data, stored on a consumer's reproducing device by 
the on-line distribution of music content, etc., from 
illegally being copied. SOLUTION: When an OS is 
started, a copy command monitor part 14a resides in 
a data reproducing device 10 to monitor all events 
which possibly occur when the distributed data 
stored on the data reproducing device 10 are 
copied. Once the copy command monitor part 14a 
detects a command regarding copying, a 
management information check part 14b decides 
whether or not copying is inhibited according to the 
header part of object data of the copying of the 
command. When the copying in inhibited, an alarm 
part 14c requests the consumer to quit the copying. 
If the copying is not quit even a certain time later, a 
copying process quit part 14d accesses a command 
of the OS to quit the copying process. 
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[0053] 4fc s iie-fMBUfiv'X-rAfi:. 
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2C. joit>'H^iBfi^w^3A • 3B • 3C£ffitt9 
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A, l/3-HAa5B, BSfll7°n^v-3^5C s fcl 

aw-* i t ***C# . 

[00 54] o-^V>T. 01*5«J:U f H2*fflV^, ±lfi 
f-^B^Il 0. BiV'T-'-^H^^Bl 0-NB1 

t-A'3A • 3B • 3CCffla-r^. 
[0055] H2«4, ±ie«0-f- ^B^^S 1 OiSitf 

•y 9 mx fo . 11 2 tcjjr*- J: o fc: , ilE^x- ^Hi^ 

El Oioi^ffift^— A'5 0(l HK«0 PC (Personal 
Computer) ^^-^.{CW^-T ^ b tiFX"% ^ . 
[0056] JJBOt ~ ^ W^S 1 0 tJ i tKEfi^- 
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[0057] ±iaiBisii3 1 it, mm^~ ¥?<x9 
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-^s*sa i o iza v >Tifif-^ sh^t* 

* ^^x - ^ mm zix&« ? -9 w£mw. i o x 
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ft*^&5!3:0 S (jt^P— -r ^ . yXf^ (operat 
ing system) ) ^#1/0^5^, x—^&k^-Ht** 

[0058]£^ ±taisis§P3 1 t«ra^*iE«« 

*M£l±**fcHR}g#*<* MD S CD-R. CD 

-RW„ DVD-R, DVD-RW, DVD-RAM. 
I C^C^EU. 70^b 0 »- {%tmm) 7* 4 A?. Z I P 

S • =3: ts . *P®*#*r? y b'-x r^teRK $ 

wet iv^u k#9w*s owfc*^*»t»wiai* 

fcflHELTfcS. KT&lffcfi. T-*«B&fc:ie* 

[0059] ±fE#ffeSra* 32(1 CPU (central 
processing unit) ^t*<^**BaSIBfcJ:oTfl|j*S 

o±T^i?fc $;fl£R AM (random access memo 
ry) £4ffcR»t£#VO^&. 

[0060] ±S31B»MI533tt. nyfcf^-^Pco 

y^^x-Xii#^RS^$ti^ Ether 
net <S|ftifS8l) . FDD I (fiber distributed da 
ta interface) . I SDN (integrated services digi 
tal network ) . ATM (asynchronous transfer mod 

e) &#WBV^*l4. 

[0061] ±fB^gP34il CRT (cathode ray 
tube) ^>LCD (liquid crystal display) #fcV)#a 

lift* 3 5 tt. yn^f^/^ 
[0062] ±IE#^£tJ^g|5 3 6 Ji s T VTittJ ± X 

[ 0 0 6 3 ] 0 1 ii. JJB^-^HftSai lOfciV 
[0 0 64] HI 5 fc, -fcJHEflWw* 



5 0J4. Wfe^n^AMftgB (T'o^.i.iMfi^K) 
[0065] -tieW*7 0 C7;r5A5*fi§|55 1 r-? 

ofcfcv-»Tia«7-*-^^s*-r-i> ; »ffl<7)S4: 

rn^5A*3!6flW-4. fit, wzruy^^mmM 

5 Hi, «fflfif$85£*g|55 lat, H^Tn^9A|a« 
SB 5 lbt^tViS. 

[0066] W*rn^5AE«S 5 1 b{±. 

asw-ft^-^asaui 1, ^- 1 2, r-? 

x\^h. 

[0067] ±M?mmmmmw> 5 1 aii w^rn?- 
fm\s^>v urn) t ztiizwm-f&micofflfflmmz 

[00 68] ifc, ±MZ^>'r>'V c f-?&mffi5 2 

- * g^si t t . x-^s^g 1 0 ^mm-t h . * l 

2 a. H5&«3g|J5 2 b,Il «3fiW8IS5£g|S5 2 c . 
[0069] JJEBSEf-* '/^§P5 2 IE 

tufclUfcfci . Z. tfOlIffi^ x >y ? g& 5 2 a lZ X -? T , Jfg 

#o i D^^t/^^y-^^f-x vtrffii-hti^ z.<r> 
[0070] ±IB»^«^|gB 52bil JH*f#H!AL 

o -f A * * LT v \X t> i V i . 

[0071] JJEKS1 *lflMHftS»5 2 c it. ffifix 

[0072] ±IBn>-7 1 ^y7--^|B'|igP5 2 dte, BE 
[0073] ^-fc. 3>"ryyf-^iIfigP5 214. M 
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[00 74] JilB5i-d^f^^7x-X5 3{±. 

AMfIgff5 1 feJ;tf3>-ry>y-r-^M«SP5 2<?>jHI 

&tmt&. =sr*j, wm4>?y*-*5 3te. ^zm 
fi«igP3 3 (02) tffis-r^. 

[0075] 0 1 "CIS „ B^To^5AMft§P5 

lfej;t>'rjy7 i y>yT r -^iMfigP5 2a. l&OlEft? 

[00 7 6] cl<rt\ 03£J:'^®4£#ggL3:j& i £>. 
IWl^-^5 Oj&»4>7*-*B£§i811 0 toMflSft-S 
fiB*-*fc:ovvtSKW 03{±. EfTf-^SI 

[0 0 77] 03tejS*-J:3*c. IBfix-^Jis 

[0078] JJE'Vy^'W ( 7 r-f ;Mf^SP) £14, 7 
r-frt'#*ffl«L «IPRHFari^;K 7*-* I D N BE 

wpRH^r^-^wi. *<*>E«7*-*fcR5&&*vc 

v ■> h WM<nw®kxfo ■£> . f-^ I Dll ffifi-r— 

tiotfc, m)t,zMm--^frt>mmztifi:?'< s> 

h« JHAUfcilHNK **v*W*BLfc 

r-^B^$l« 1 0 £1*}&Cfc •S>^»ff^-T*-S., m 
TOB8WB4, *<ORfif f -^*?i4^-i3t»t= j e55Mr-»N 

- f ^ x Twmiz-^>\ ^x com mxh h . 

[0079] JbiBv f — ?UIZ. ny^fyvT— ? ^ "T^r 

Xco±*\^--?Xfo&i8&ij i $>^cr>X\ ffiftS 
titz$mx*3— FftgiiX v ^ . 
[ 0 0 8 0 ] #33. ffifix-^fi. ^<y ^nWtSiVf- 



IMt-F-^ I DfcjljiUfcJ«fc:E*l,Tfc iv*. ZCO 
iat-. 7v*tffcE«K«£EIW-4£4:(cJ:9s SE 

[ 0 0 8 1 ] 04tt. R#9-wC5 0co«aff«^«f|5 

[0082] mnt, H4 fcys-r ± a Eft^-^ 

«4, WjOfPT/^W^fltlfc:. 1&ttIW)WR/lllRtf> 
W^arWIRtffWTEfi (JK5K) 

[0083] icOMUkt E®tfw*5 OcOH l^Hff 
W&Sm 5 2 cCJnt. E«-r - * ^ v *HWc«8R 

rmmwi Q^mx&ztih. mm"f-?izb'co£o% 

*5 2c(caBes*t*. =sr*j. mmmcomx^mzmt 
x. itt-t&im^ff-^i'KfrimfeLx&j;^, 

[00 84] 4fc, ffifi-r-^fcft^-?TBB=af^"C<0«t 

[0085] *f*Wfc«4, SOPFffiWl^UOjeiBi. 
f-^WH* 1 4 (OffUMIfx y?fl4bt.EB 

■r- 9 IZii^ ZtlX\t->& WPm^lW<-)Vi}> t> }gSt<9$J 

m^m*^mthtd^<r>7—~f)VbLxms.^Kh. % 
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^^•r-^s^ai oi*]c7)7-'-^ieiit(?3 ltfant- 

*1 1 a. «ife5!Mgpi 1 b s -7*-^E«»l 1 c 
[0 08 9] JJESlBlSlfRl 1 a 14. ffifl^ 



:(8) 001-312286 (P2001 -Pit 



wC5 0(c*tLt. We^T-^OEfiWSfcfcSSfflU 

v*»A-r*»£\ zcr>mmmm.®i 1 aA^x-* 
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[0090] Jjefl&MV 1 1 bli. ?I»#A*3 >"r 
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^fc. OSA^Windows (^fflMicrosoft Corporati 
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CLAIMS 

[Claim(s)] 

[Claim 1]A data management device comprising: 

A duplicate processing monitor means which detects a start of duplicate processing of specific data among 
data memorized by data storage part. 

A duplicate processing stop means to stop the above-mentioned duplicate processing. 

[Claim 2]The data management device according to claim 1, wherein the above-mentioned duplicate 
processing monitor means detect a call to a command of an operating system which an application program 
which performs the above-mentioned duplicate processing emits. 

[Claim 3]The data management device according to claim 1 or 2 detecting duplicate disapproval information 
currently recorded on a file information part of the above-mentioned specific data, and providing a specific 
data judging means which judges whether data memorized by the above-mentioned data storage part is the 
above-mentioned specific data. 

[Claim 4]The data management device according to claim 3, wherein the above-mentioned specific data 
records the above-mentioned duplicate disapproval information on a file information part of data and 
receives it from a transmission server possessing a data sending means which transmits the data 
concerned. 

[Claim 5]The data management device according to claim 4 receiving the above-mentioned specific data 
judging means from a transmission server possessing a program transmitting means which sets the specific 
data judging means concerned to enabled detection of duplicate disapproval information currently recorded 
on a file information part of the above-mentioned specific data, and transmits. 

[Claim 6]The data management device according to claim 5, wherein an above-mentioned data sending 

means and a program transmitting means are provided in a separate transmission server. 

[Claim 7]A recording medium which is a recording medium which recorded a data management program 

which operates a data management device of a statement on any 1 paragraph of claims 1-6, and in which 

computer reading is possible, and recorded a data management program for making a computer realize each 

of above-mentioned means and in which computer reading is possible. 

[Claim 8]A data control method comprising: 

A duplicate processing surveillance step which detects a start of duplicate processing of specific data 
among data memorized by data storage part. 

A duplicate processing stop step which stops the above-mentioned duplicate processing. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the recording medium which recorded the data 
management device which manages the distributes data memorized by consumers' playback equipment by 
online distribution, such as a music content, the data control method, and the data management program 
and in which computer reading is possible. 
[0002] 

[Description of the Prior Art]Now, in various communication lines, various data leads and is carried out by 

fast progress of communication technology and maintenance of a telecom infrastructure. 

[0003] For example, in the Internet which has spread quickly globally, service which distributes works, such 

as not only text-based data but music data and image data, for pay is offered. 

[0004] For example, in fields, such as online karaoke, the reproduction terminal provided with the 

communication function is installed in the store developed all over the country, these reproduction 

terminals are connected to a main computer, and the system which distributes music data for pay has 

spread widely. Since the music data needed is downloaded to a reproduction terminal via a communication 

line according to such a system, the addition of a new song, etc. have an advantage, such as becoming 

possible to carry out promptly. 

[0005]The program data of a game, music data, a video data, etc. are transmitted to the terminal in which it 
was provided at the convenience store etc. through a communication line, and the system by which 
ordinary consumers record these data on various recording media from this terminal is also spreading. 
When ordinary consumers pay the fee defined in the terminal, while becoming recordable [ various data ], 
some fees collected here are to be paid to the copyright management person who provides those data in 
such a system. 

[0006] Generally, in the above systems, in order to prevent the illegal duplicate by ordinary consumers, 
contents, such as music, are transmitted to consumers* playback equipment from a distributing server as 
distributes data enciphered with compression. And in consumers' playback equipment, it reproduces to the 
degree of reproduction of distributes data using the decryption key published after the payment for fee 
collection by the reproduction program for exclusive use which carries out decryption and extension and is 
reproduced. An illegal duplicate and its use are prevented by that this reproduction program specifies the 
hardware installed, for example etc. 

[0007]Thus, in the service which distributes the data of the conventional contents, the illegal duplicate of 
contents is prevented by limiting use of distributes data to the specific hardware in which the reproduction 
program for exclusive use was installed. 
[0008] 

[Problem(s) to be Solved by the Invention] However, it is easy to transmit to hardwares other than just 
playback equipment, and to make a duplicate from the above-mentioned conventional service, although 
distributes data is enciphered by consumers' playback equipment and it memorizes. 

[0009]If the distributes data enciphered is decrypted uniquely, this means that use of contents is attained 
even by hardwares other than just playback equipment, and has resulted in giving an opportunity to 
reproduce distributes data illegally to ordinary consumers. 

[0010]Were made in order that this invention might solve the above-mentioned problem, and the purpose, It 
is in providing the recording medium which recorded the data management device which can prevent the 
illegal duplicate of the distributes data memorized by consumers* playback equipment by online distribution, 
such as a music content, the data control method, and the data management program and in which 
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computer reading is possible. 
[0011] 

[Means for Solving the Problem]Claim 1 this invention is characterized by a data management device 
concerning an invention comprising the following, in order to solve the above-mentioned technical problem. 
A duplicate processing monitor means which detects a start of duplicate processing of specific data among 
data memorized by data storage part. 

A duplicate processing stop means to stop the above-mentioned duplicate processing. 

[0012]Claim 8 this invention is characterized by a data control method concerning an invention comprising 
the following, in order to solve the above-mentioned technical problem. 

A duplicate processing surveillance step which detects a start of duplicate processing of specific data 
among data memorized by data storage part. 

A duplicate processing stop step which stops the above-mentioned duplicate processing. 

[00 13] By above-mentioned composition and a method, if duplicate processing monitor means (duplicate 
processing surveillance step) are supervising a start of duplicate processing of specific data and detect a 
start of duplicate processing, a duplicate processing stop means (duplicate processing stop step) will stop 
the duplicate processing concerned by a data management device. "A duplicate of specific data" means 
creating the same data as source data to a data storage part of a self-device or other devices by a copy, 
transmission, etc. 

[001 4] Therefore, it becomes possible to control a duplicate of specific data memorized by data storage 
part of a self-device. A duplicate of specific data in the state where it was enciphered in addition to a 
conventional method of preventing a duplicate because this enciphers specific data to forbid a duplicate 
can be prevented. 

[001 5]Therefore, an illegal duplicate of distributes data memorized by consumers 7 data reproduction 
apparatus (data management device) by online distribution, such as a music content, can be prevented. 
Therefore, it becomes possible to raise security of distributes data in distribution service of contents data. 
[0016]In order that a data management device concerning an invention of claim 2 may solve the above- 
mentioned technical problem, in addition to the data management device according to claim 1, further the 
above-mentioned duplicate processing monitor means, It is characterized by detecting a call to a command 
of an operating system which an application program which performs the above-mentioned duplicate 
processing emits. 

[0017]In order that an application program which performs duplicate processing may call further a 
command of an operating system (OS (operating system)) used by a processing process by the above- 
mentioned composition, The duplicate processing monitor means can detect a start of copy processing by 
detecting this call. If an operating system is Windows (registered trademark in the U.S. of U.S. Microsoft 
Corporation, and other countries), API (application programming interface) is equivalent to the above- 
mentioned command. 

[0018]Therefore, if processing-object data of a command in which duplicate processing monitor means 
detected a call is specific data, a duplicate processing stop means can stop duplicate processing of a 
called application program. 

[0019]Therefore, a simple method of detecting a command of an operating system which an application 
program which performs duplicate processing emits enables it to control a duplicate of specific data. 
[0020]In order that a data management device concerning an invention of claim 3 may solve the above- 
mentioned technical problem, In addition to the data management device according to claim 1 or 2, 
duplicate disapproval information currently recorded on a file information part of the above-mentioned 
specific data is detected further, It is characterized by providing a specific data judging means which judges 
whether data memorized by the above-mentioned data storage part is the above-mentioned specific data. 
[0021]By the above-mentioned composition, data in which duplicate disapproval information is recorded on 
a file information part by specific data judging means can be further judged as specific data. The above- 
mentioned file information part is the portion which recorded file formats other than a data division of data, 
etc., and is generally a header unit of a file. 

[0022]Therefore, duplicate processing monitor means can detect duplicate processing of specific data 
judged by a specific data judging means, and a duplicate processing stop means can stop it. 
[0023]Therefore f a simple method of recording duplicate disapproval information on a file information part 
of specific data enables it to control a duplicate of specific data. 

[0024]The contents of control management can be flexibly set up for every specific data by providing two 
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or more stages in duplicate disapproval information like it not only forbidding a duplicate of specific data 
uniformly, but permitting a duplicate no /restricting [ which it does not permit at all / which is permitted 
with /restrictions ]. 

[0025]In order that a data management device concerning an invention of claim 4 may solve the above- 
mentioned technical problem, in addition to the data management device according to claim 3, further the 
above-mentioned specific data, It is characterized by recording the above-mentioned duplicate disapproval 
information on a file information part of data, and receiving from a transmission server possessing a data 
sending means which transmits the data concerned. 

[0026] By the above-mentioned composition, further, a data sending means of a transmission server 
records duplicate disapproval information that a specific data judging means is detectable on a file 
information part of data which turns into specific data in a data management device, and transmits to a 
data management device. 

[0027] Therefore, in order that a specific data judging means may judge data in which duplicate disapproval 
information is recorded as specific data, the duplicate processing is detected by duplicate processing 
monitor means, and is stopped because of a data management device by duplicate processing stop means. 
[0028] Therefore, it becomes possible to control a duplicate of specific data to forbid a duplicate in a data 
management device in a transmission server. 

[0029]In order that a data management device concerning an invention of claim 5 may solve the above- 
mentioned technical problem, in addition to the data management device according to claim 4, further the 
above-mentioned specific data judging means, It is characterized by receiving from a transmission server 
possessing a program transmitting means which sets the specific data judging means concerned to enabled 
detection of duplicate disapproval information currently recorded on a file information part of the above- 
mentioned specific data, and transmits. 

[0030] By the above-mentioned composition, further, a program transmitting means of a transmission 
server sets up the specific data judging means concerned, and transmits to a data management device so 
that duplicate disapproval information that a specific data judging means is recorded on a file information 
part of specific data in a data management device can be detected. 

[0031] Therefore, in order that a specific data judging means received from a transmission server may judge 
data in which duplicate disapproval information is recorded as specific data, the duplicate processing is 
detected by duplicate processing monitor means, and is stopped because of a data management device by 
duplicate processing stop means. 

[0032] Therefore, while a duplicate of specific data in a data management device is controllable in a 
transmission server, it becomes possible to set up flexibly how it controls in a transmission server. 
[0033] In addition to the data management device according to claim 5, a data management device 
concerning an invention of claim 6 is characterized by providing further above-mentioned data sending 
means and program transmitting means in a separate transmission server, in order to solve the above- 
mentioned technical problem. 

[0034] By the above-mentioned composition, specific data which a data sending means of other 
transmission servers supplies further by a specific data judging means which a program transmitting means 
of a certain transmission server supplies can be judged based on duplicate disapproval information. 
[0035]Thereby, two or more transmission servers which supply a specific data judging means and specific 
data can be formed independently, respectively. Therefore, a data management device becomes possible 
[ choosing a transmission server suitably by situations, such as a communication line, and receiving a 
specific data judging means and specific data ]. 

[0036]Therefore, in distribution service of contents data, while avoiding concentration of load to some 
transmission servers and being able to supply a specific data judging means and specific data, supply of 
various specific data becomes easy. 

[0037]A recording medium which recorded a data management program concerning an invention of claim 7 
and in which computer reading is possible, In order to solve the above-mentioned technical problem, it is 
the recording medium which recorded a data management program which makes a computer realize each of 
above-mentioned means which a data management device of a statement possesses in any 1 paragraph of 
claims 1-6, and operates the above-mentioned data management device and in which computer reading is 
possible. 

[0038]The above-mentioned data management device is realizable by a data management program read 

from the above-mentioned recording medium by the above-mentioned composition. 

[0039] 

[Embodiment of the Invention]It will be as follows if the 1 embodiment of this invention is described based 
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on drawing 6 from drawing 1 . 

[0040]The data reproduction apparatus (data management device) 10 concerning this embodiment prevents 
the illegal duplicate of the distributes data (specific data) memorized by consumers' data reproduction 
apparatus 10 by online distribution, such as a music content. 

[0041] When consumers start use of the distribution service of contents, as for the above-mentioned data 
reproduction apparatus 10, the reproduction program for exclusive use which has a function for which the 
duplicate of transmission etc. is forbidden in which the definition of the duplicate disapproval level was 
recorded in accordance with the contract with the distribution contractor who provides contents is 
installed. A duplicate disapproval level (duplicate disapproval information) is set up, and distributes data is 
distributed to a data reproduction apparatus. And the above-mentioned data reproduction apparatus 10 
manages the distributes data downloaded from the distributing server on HD recorded first. That is, in the 
data reproduction apparatus 1 0, if the distributes data in which the duplicate is forbidden tends to be 
reproduced, the duplicate processing will be stopped. Thus, in the above-mentioned data reproduction 
apparatus 10, since the distributes data in which the duplicate was forbidden cannot be reproduced, the 
safety of distributes data improves rather than the security of only encryption of the conventional data. 
[0042] "The duplicate of distributes data" as used in this embodiment means creating the same data as 
source data by a copy, transmission, etc. For example, a copy within the data reproduction apparatus which 
downloaded and memorized distributes data, and transmission to other PCs through a communication line 
are included. 

[0043] Drawing 6 is an explanatory view showing the outline of the composition of the information 
distribution system which transmits distributes data to the above-mentioned data reproduction apparatus 
10. It is connected to an information distribution system as shown in drawing 6 , and the above-mentioned 
data reproduction apparatus 1 0 can download distributes data. 

[0044]As shown in drawing 6 , the above-mentioned information distribution system has composition 
provided with the original recording server 1 in which the data of the program data of a game, music data, 
picture image data, book data, etc. is stored, secondary distributing server 2A and 2B, 2C, and Miyoshi 
distributing server 3A, 3B and 3C. In a actual system, while many number of a secondary distributing server 
and Miyoshi distributing servers can be existed, the thing of the Miyoshi distributing server for which the 
distributing server of fourth — [ fifth ] is further formed in a low rank is also possible for it. It is also 
possible to use an original recording server as the system to form [ two or more ]. 
[0045]As shown, for example in drawing 6 t the original recording server 1 by a contract with copyright 
management persons, such as the game maker 5A, the record company 5B, the image production 5C, and 
the publisher 5D. The original recording server management agent who manages the server computer and 
this which store data of contents which was described above is shown. The digitized source data or the 
data for distribution changed into the data format which was suitable for distribution based on this source 
data is stored in this original recording server 1. 

[0046] Secondary distributing server 2A, 2B, and 2C show the secondary distribution contractor who 
manages the server computer and this which were connected with the original recording server 1 by the 
communication line. This secondary distributing server 2A, 2B, and 2C can download the source data or the 
data for distribution stored in the original recording server 1 based on the contract with an original 
recording server management agent through a communication line. 

[0047]It is connected by the communication line, and secondary distributing server 2A, 2B, and 2C can 
transmit and receive the data which each server owns based on the contract between each second 
distribution contractors. 

[0048]Each second distributing server 2A, 2B, and 2C can also sell data to consumers (data reproduction 
apparatus 10). Although not limited in particular for the gestalt of sale, install a terminal in a convenience 
store, a game center, etc., and consumers visit the terminal, for example, The data considered as a request 
is recorded on a certain recording medium which can be read with the data reproduction apparatus 1 0, and 
the system of purchasing this recording medium etc. can be considered. 

[0049]Miyoshi distributing server 3A, 3B, and 3C show the Miyoshi distribution contractor who manages the 
server computer and this which were connected with secondary distributing server 2A, 2B, and 2C by the 
communication line. This Miyoshi distributing server 3A, 3B, and 3C can download the data for distribution 
stored in secondary distributing server 2A f 2B, and 2C based on the contract with a secondary distribution 
contractor through a communication line. 

[0050] Each third distributing server 3A, 3B, and 3C have connected with two or more secondary 
distributing servers, respectively, as shown in drawing 6. That is, each third distributing server 3A, 3B, and 
3C can receive data from the arbitrary servers of the secondary distributing server which has connected. 
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[0051]These Miyoshi distributing server 3A, 3B, and 3Cs have composition which sells data to consumers 
(data reproduction apparatus 1 0). Although not limited in particular for the gestalt of sale, for example like 
the sales styles in above-mentioned secondary distributing server 2A, 2B, and 2C, install a terminal in a 
convenience store, a game center, etc., and consumers visit the terminal, The data considered as a request 
is recorded on a certain recording medium which can be read with the data reproduction apparatus 10, and 
the system of purchasing this recording medium etc. can be considered. 

[0052] Although Miyoshi distributing server 3A, 3B, and 3C have the composition of functioning as a 
terminal which does not perform further distribution, in the example shown in drawing 6 , For example, it is 
also possible to have composition which each third distributing server 3A, 3B, and 3Cs are connected by a 
communication line, and can transmit and receive the data which each server owns based on the contract 
between each third distribution contractors. Fourth order [ fifth ] — It is also possible to form a 
distributing server and to consider these as the composition linked to the distributing server of a higher 
rank. 

[0053]As the above-mentioned information distribution system is shown in drawing 6 , the managing server 
4 is formed apart from the data distribution course which consists of the original recording server 1 and 
the n-th distributing server. It is connected to secondary distributing server 2A, 2B, 2C, and Miyoshi 
distributing server 3A, 3B and 3C, and this managing server 4 has the composition of receiving the 
historical data (it mentions later for details) published in the case of the sales of distributes data from 
these servers. And the historical data brought together in the managing server 4, It is transmitted to the 
game maker 5A, the record company 5B, the image production 5C, the publisher 5D, etc. who are copyright 
management persons, and each copyright management person can grasp about the sales situation of data 
where oneself has managed copyright. 

[0054]It continues and the composition of the distributing server (transmission server) 50 which transmits 
distributes data to the above-mentioned data reproduction apparatus 10 and the data reproduction 
apparatus 10 directly is explained using drawing 1 and drawing 2. The distributing server 50 is equivalent to 
secondary distributing server 2A, 2B and2C shown in drawing 6, or Miyoshi distributing server 3A, 3B and 
3C. 

[0055] Drawing 2 is a block diagram showing an example of the composition of the above-mentioned data 
reproduction apparatus 10 and the hardware of the distributing server 50. As shown in drawing 2 , the 
above-mentioned data reproduction apparatus 10 and the distributing server 50 can be constituted based 
on common PC (Personal Computer). 

[0056]The storage parts store 31, the central processing part 32, the communication processing part 33, 
the indicator 34, the final controlling element 35, and the voice output part 36 are connected via various 
buses, an interface, etc., and the above-mentioned data reproduction apparatus 10 and the distributing 
server 50 are constituted. In the following explanation, the data reproduction apparatus 1 0 and the 
distributing server 50 provided with the above hardware constitutions may only be called the computer P. 
[0057]The above-mentioned storage parts store 31 is constituted by the memory measure of a hard disk 
drive etc., for example. In the distributing server 50, the reproduction program which reproduces distributes 
data in the data reproduction apparatus 10 to the storage parts store 31, the distributes data used as a 
distribution object, and various management data in connection with distribution are memorized so that it 
may mention later. In the data reproduction apparatus 1 0, various management data in connection with the 
reception, the reproduction, transmission, and management of distributes data and distributes data 
received from the distributing server 50 to the storage partis store 31 is memorized. In this hard disk drive 
or connected another hard disk drive, OS (operating system (operating system)) required for operation of 
the data reproduction apparatus 10 and the distributing server 50, various programs, data, etc. are 
memorized, respectively. 

[0058] Here, there is no limitation in particular in the recording medium used for the above-mentioned 
storage parts store 31, for example, MD, CD-R, CD-RW, DVD-R, DVD-RW, DVD-RAM, an IC memory, a 
floppy (registered trademark) disk, a ZIP disk, MO, a small hard disk, etc. can be used. In the case of the 
system which consumers visit to the distributing server 50 (terminal) currently installed in the convenience 
store etc. The gestalt which records by consumers bringing a storage themselves may be sufficient, and 
when preparing the recording medium beforehand in the distributing server 50 and selling, it is good also as 
a gestalt which charges the frame which added the fee of the recording medium to the fee of data. 
[0059]The above-mentioned central processing part 32 is constituted by arithmetic processing units, such 
as CPU (central processing unit), and performs various data processing in the computer P. Although the 
graphic display has not been carried out, RAM (random access memory) etc. which are needed when 
performing various data processing are provided. 
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[0060]The above-mentioned communication processing part 33 serves as an interface with the computer 
in the exterior of the computer P, and the specific COM port of the computer which constitutes the 
computer P is assigned. A network interface in particular is not limited but For example, Ethernet 
(registered trademark), FDDI (fiber distributed data interface), ISDN (integrated services digital network), 
ATM (asynchronous transfer mode), etc. are used. 

[0061]The above-mentioned indicator 34 is constituted by various display monitors, such as CRT (cathode 
ray tube) and LCD (liquid crystaldisplay). The above-mentioned final controlling element 35 is constituted 
by input devices, such as a keyboard, a mouse, and a joy stick. By these indicators 34 or the final 
controlling element 35, with the distributing server 50, the maintenance of a check, change of processing 
operation, etc. is performed in system operating status, and consumers can purchase distributes data or 
can reproduce distributes data at the data reproduction apparatus 10. 

[0062]The above-mentioned voice output part 36 comprises an amplifier part, a speaker, etc., and outputs 
various speech information. For example, in the distributing server 50, when consumers purchase music 
data, the audition of music data, the voice guide of operation, or BGM can be outputted. Of course, in the 
data reproduction apparatus 10, the speech information included in distributes data is reproduced. 
[0063] Drawing 1 is a block diagram showing the composition of the above-mentioned data reproduction 
apparatus 10 and the software of the distributing server 50. 

[0064] First, as shown in drawing 1 , the above-mentioned distributing server 50 is provided with the 
reproduction program transmission section (program transmitting means) 51, the contents data 
transmission part (data sending means) 52, and the communication interface 53, and is constituted. 
[0065]The above-mentioned reproduction program transmission section 51 transmits the reproduction 
program for exclusive use which reproduces distributes data in the data reproduction apparatus 10. And 
the reproduction program transmission section 51 contains the management information definition part 51a 
and the reproduction program storage parts store 51b. 

[0066]Here, the reproduction program storage parts store 51b memorizes a reproduction program. The 
program which realizes the data receiving section 11, the data reproducing part 12, the data duplicate parts 
13, the data management part 14, and the communication interface 15 which are mentioned later to the 
data reproduction apparatus 10 is included in this reproduction program. 

[0067]When the above-mentioned management information definition part 51a transmits a reproduction 
program, it adds the management information definition which defined the control management of the 
duplicate corresponding to the duplicate disapproval level (after-mentioned) and it which the distribution 
contractor decided beforehand to a reproduction program. 

[0068] Consumers change into distributes data the contents data which wishes to purchase, and transmit 
the above-mentioned contents data transmission part 52 to the data reproduction apparatus 10. And the 
contents data transmission part 52 contains the authentication check part 52a, the accounting 
management department 52b, the 1st management information set part 52c, and the contents data storage 
part 52d. 

[0069]Here, the above-mentioned authentication check part 52a performs the authentication check of the 
data reproduction apparatus 1 0 which sent out the distribution request of specific data to the distributing 
server 50. Only when an access request is made by the distributing server 50 from the data reproduction 
apparatus 10, consumers' ID and the check of a password are performed by this authentication check part 
52a and this check is passed by it, access of the data reproduction apparatus 10 will be permitted. 
[0070]The above-mentioned accounting management department 52b will permit issue of a decryption key, 
if the accounting information of the distributes data which consumers purchased is managed and payment 
is checked. The accounting management department 52b can compute the accounting information of 
distributes data based on a duplicate disapproval level etc., or can change the fee collection per 
reproduction. The accounting management department 52b may have a system which controls these 
devices while being provided with the device which accepts cash, or the device which performs the 
settlement of accounts by various cards. 

[0071]When the above-mentioned 1st management information set part 52c transmits distributes data, it 
writes the duplicate disapproval level which the distribution contractor set up beforehand or consumers 
chose at the time of purchase in the header unit (file information part) (after-mentioned) of distributes 
data. 

[0072]The source data of contents in which a distribution contractor provides the above-mentioned 
contents data storage part 52d is memorized. 

[0073]It saves these historical data while transmitting historical data to the managing server 4 ( drawing 6 ), 
when the contents data transmission part 52 is completed [ the sales processing of the distributes data to 
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consumers ]. 

[0074] It is connected with communication lines, such as the Internet, and the above-mentioned 
communication interface 53 controls communication of the reproduction program transmission section 51 
and the contents data transmission part 52. The communication interface 53 is mainly equivalent to the 
communication processing part 33 ( drawing 2). 

[0075] In drawing 1 , although the reproduction program transmission section 51 and the contents data 
transmission part 52 are formed in one set of the distributing server 50, they may be provided in a 
respectively separate distributing server. When the distributing server provided with the reproduction 
program transmission section 51 is connected to two or more set Internet and the data reproduction 
apparatus 10 downloads a reproduction program, it may enable it to choose suitably the distributing server 
which requires transmission. The distributing server provided with the contents data transmission part 52 is 
connected to two or more set Internet, and when consumers purchase distributes data, it may enable it to 
choose the distributing server 50 suitably. 

[0076]Here, the distributes data transmitted to the data reproduction apparatus 10 from the distributing 
server 50 is explained, referring to drawing 3 and drawing 4. Drawing 3 is an explanatory view showing the 
outline composition of distributes data. 

[0077]As shown in drawing 3 , distributes data comprises a header unit and a data division for every 
contents data. 

[0078] File format information, a duplicate disapproval level, data ID, an authorization code, and refreshable 
environment are recorded on the above-mentioned header unit (file information part). File format 
information is information about the method of a reproduction program name and a version required for 
reproduction or compression, and encryption. A duplicate disapproval level is restriction of the duplicate 
set as the distributes data. Even if it is data of the same contents, data ID is a management code used as 
different ID according to the timing and the distribution course which were first distributed from the 
original recording server, while it shows ID peculiar to distributes data and shows the contents of the data 
contained in the distributes data. An authorization code is a registration code which can specify the 
consumers who purchased, or the received data reproduction apparatus 10. Refreshable environment is the 
information about hardware environment required in order to reproduce the distributes data. 
[0079]The above-mentioned data division is constituted by contents data, i.e., music data, picture image 
data, etc. This contents data is the data coded in the state where it was enciphered so that the contents 
cannot be analyzed easily. Since such contents data is generally data with large size in many cases, it is 
coded in the state where it was compressed. 

[0080] Distributes data may provide a footer part after a header unit and a data division, and may record it 
on the order which passed ID of the distributing server via which distributes data went. Thus, it can be 
thoroughly grasped by recording a distribution history on a footer part through what kind of course 
distributes data was transmitted to the data reproduction apparatus 10. 

[0081] Dra wing 4 is an explanatory view showing an example of the duplicate disapproval level added to a 
reproduction program by the management information definition part 51a of the distributing server 50. 
[0082] For example, as shown in drawin g 4 , besides permission/disapproval of a duplicate, restriction of 
restriction/time of restriction/number of times of a generation number, etc. can impose various 
restrictions on the duplicate in the data reproduction apparatus 10, and can distribute distributes data to it 
(sale). 

[0083]This restriction is indicated as a duplicate disapproval level to the header unit of distributes data, 
and is transmitted to the data reproduction apparatus 10 by the 1st management information set part 52c 
of the distributing server 50 at distributes data and one. Beforehand, it is defined by the distribution 
contractor for every distributes data what kind of duplicate disapproval level is given to distributes data, 
and it is set as the 1st management information set part 52c. The duplicate disapproval level to give may 
be determined according to consumers' terms of purchase. 

[0084]With the concrete control content which controls a duplicate in the data reproduction apparatus 10, 
the definition of all the duplicate disapproval levels which can be given to distributes data is added to a 
reproduction program by the management information definition part 51a, and is beforehand transmitted to 
the data reproduction apparatus 10. 

[0085] Specifically, the definition of a duplicate disapproval level is set as the management information 
check part 14b of the data management part 14 as a table for referring to the control management of a 
duplicate from the duplicate disapproval level given to distributes data. And according to the duplicate 
disapproval level given to distributes data, the management information check part 14b controls the 
duplicate of the distributes data concerned. 
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[0086]If a distribution contractor changes the definition of a duplicate disapproval level, a new reproduction 
program will be transmitted to the data reproduction apparatus 10, and the table of the management 
information check part 14b will be updated. 

[0087]Next, as shown in drawing 1, the above-mentioned data reproduction apparatus 10 is provided with 
the data receiving section 1 1 , the data reproducing part 1 2, the data duplicate parts 1 3, the data 
management part 14, and the communication interface 15, and is constituted. All of these functional blocks 
are realized by installing in the data reproduction apparatus 10 the reproduction program which received 
from the reproduction program transmission section 51 of the distributing server 50. 
[0088]The above-mentioned data receiving section 1 1 receives the distributes data which consumers 
purchased from the distributing server 50, and performs processing memorized to the data storage part 31 
in the data reproduction apparatus 10 which is a self-device. And the data receiving section 1 1 contains 
the authentication processing part 11a, the accounting part 1 1b, and the data storage part 1 1c. 
[0089]Here, to the distributing server 50, the above-mentioned authentication processing part 11a sends 
out the distribution request of specific data, and attests data distribution. That is, when consumers 
purchase contents, ID and the password of the data reproduction apparatus 10 or consumers are sent out 
from this authentication processing part 1 1a, and these authentication checks are performed in the 
authentication check part 52a of the distributing server 50. And it restricts, when this authentication check 
is passed, and distributes data is transmitted to the data reproduction apparatus 10 from the contents data 
transmission part 52 of the distributing server 50. 

[0090]The above-mentioned accounting part 1 1b performs the management and processing of fee 
collection which were charged by the accounting management department 52b of the contents data 
transmission part 52 of the distributing server 50, when consumers demand the purchase of contents data. 
As a gestalt of the fee collection to an information distribution system, the payment by cash payment, a 
credit card, debit card, a prepaid card, etc., etc. are mentioned. 

[0091]The above-mentioned data storage part 11c performs processing which records the distributes data 
which consumers purchased on the data storage part 31. 

[0092]The above-mentioned data reproducing part 12 changes into a refreshable data format the 
distributes data by which the reproduction request was carried out, and outputs it from the indicator 34, 
the voice output part 36, etc. And the data reproducing part 12 contains the decoding extension part 12a, 
and while performing [ distributes data / which was enciphered ] decryption (decoding) processing, when 
the distributes data is compressed, it performs defrosting (extension) processing simultaneously. 
[0093]The above-mentioned data duplicate parts 13 perform processing which reproduces distributes data 
to the data storage part 31 of data reproduction apparatus 10' ( drawing 1 ) which is the data reproduction 
apparatus 10 or other devices which are self-devices. Based on the judgment of the management 
information check part 14b mentioned later, the data duplicate parts 13 are restricted to the distributes 
data in which the duplicate is not forbidden, and a duplicate disapproval level reproduces them. 
[0094]The data duplicate parts 13 contain the 2nd management information set part 13a. The 2nd 
management information set part 13a sets up the duplicate disapproval level of the distributes data of the 
duplicate origin which carried out duplicate processing in the data duplicate parts 13, and the distributes 
data of a copying destination. The management information definition part 51a of the distributing server 50 
opts for the control management corresponding to the number of duplicate disapproval levels, or it, and it 
is transmitted to the data reproduction apparatus 10 as a reproduction program. 

[0095]For example, when the distributes data (duplicate disapproval level "B-2") in which the duplicate of 
two generations is permitted is reproduced, while rewriting the duplicate disapproval level of a reproducing 
agency in duplicate disapproval ("A"), the duplicate of one generation is set as permission ("B1") for the 
duplicate disapproval level of a copying destination. When the distributes data (duplicate disapproval level 
"C2") in which two duplicates are permitted is reproduced for example, while rewriting the duplicate 
disapproval level of a reproducing agency to duplicate permission ("C1") of one generation, the duplicate 
disapproval level of a copying destination is set as duplicate disapproval ("A"). In the case of the 
distributes data (duplicate disapproval level "Dx") which permits the duplicate after predetermined time, a 
duplicate disapproval level is rewritten at predetermined time ("x") at duplicate permission ("E"). 
[0096]The above-mentioned data management part 14 performs processing which stops duplicate 
processing of distributes data in which the duplicate is forbidden. And the data management part 14 
contains the reproduction command Monitoring Department (duplicate processing monitor means) 14a, the 
management information check part (specific data judging means) 14b, the warning part 14c, and 14 d of 
duplicate processing stop parts (duplicate processing stop means). 

[0097]Here, the above-mentioned reproduction command Monitoring Department 14a supervises all the 
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commands of OS which may be called when residing permanently with starting of OS in the data 
reproduction apparatus 10 and reproducing distributes data to it (call). That is, the reproduction command 
Monitoring Department 14a supervises all the events that may be generated when reproducing distributes 
data. If OS is Windows (registered trademark in the U.S. of U.S. Microsoft Corporation, and other 
countries), API (application programming interface) is equivalent to the above-mentioned command. For 
example, there is "copyfile" of "kernel32.dir to copy a file to one of the APIs which should supervise a call 
(reproduction). 

[0098] And the processing in which the reproduction command Monitoring Department 14a reproduces 
distributes data, That is, the copy processing to other hard disks of a self-device, the transmitting 
processing to other PCs (data reproduction apparatus 10* ( drawing 1 )), etc. are started, and if it detects 
that the command of OS in connection with a duplicate was called, the management information check part 
14b will be started. 

[0099]The above-mentioned management information check part 14b detects file format information and a 
duplicate disapproval level from the header information of the data (processing-object data) which is a 
processing object of the command of OS in connection with a duplicate. And if processing-object data is 
distributes data while judging whether processing-object data is distributes data based on file format 
information, it will be judged whether the duplicate is forbidden based on the duplicate disapproval level. If 
processing-object data is distributes data in which the duplicate is forbidden as a result of a judgment, in 
order to stop duplicate processing, the warning part 14c and the duplicate processing stop part 14d are 
started. Here, the table ( drawing 4 ) which defined the duplicate disapproval level added and transmitted to 
the reproduction program by the management information definition part 51a is included in the management 
information check part 14b, and the judgment of a duplicate disapproval level is performed with reference 
to this table. 

[0100]The above-mentioned warning part 14c reports the warning message for which consumers are asked 
so that a duplicate may be stopped. 

[0101]The above-mentioned duplicate processing stop part 14d takes out the command by which after the 
warning by the warning part 14c makes OS stop duplicate processing when duplicate processing is 
continued. That is, the duplicate processing stop part 14d tries to access the command to which OS 
corresponds and to terminate processing. And when duplicate processing is not normally completed by this 
command, a reboot command is further taken out to OS. 

[0102]The data management part 14 checks the duplicate disapproval level of the distributes data 
currently stored in the data reproduction apparatus 10, with ID of each distributes data, may be recorded 
and may manage it. It can be grasped which the distributes data currently stored in the data reproduction 
apparatus 1 0 can reproduce by this. 

[0103]It is connected with communication lines, such as the Internet, and the above-mentioned 
communication interface 1 5 controls communication of the data receiving section 1 1 and the data 
duplicate parts 13. The communication interface 15 is mainly equivalent to the communication processing 
part 33 ( drawing 2 ). 

[0104]It continues and operation of the data management part 14 when the processing which reproduces 
distributes data is started is explained in the data reproduction apparatus 10 using drawing 5 . 
[01 05] First, in the data reproduction apparatus 10, the reproduction command Monitoring Department 14a 
resides permanently with starting of OS, and all the commands of OS which may be called when the 
application program which performs duplicate processing reproduces distributes data are supervised. 
[0106]And a start of the processing which reproduces distributes data will call the command of OS in 
connection with a duplicate (S12). (S11) 

[01 07]If the reproduction command Monitoring Department 14a detects the call of the command of OS in 
connection with these duplicate processing, the management information check part 14b will start, and the 
header information ( drawing 3 ) of the data (processing-object data) which is a processing object of a 
command will be detected (S13 (duplicate processing surveillance step)). Specifically, the management 
information check part 14b detects file format information and a duplicate disapproval level from the 
header unit of processing-object data. 

[0108]And the management information check part 14b judges first whether processing-object data is the 
data which should supervise duplicate processing (surveillance object data), i.e., distributes data, based on 
the file format information on a header unit (S14). If the processing-object data of a command is 
distributes data as a result of this judgment (YES), the management information check part 14b will 
continue, and will judge whether the duplicate is forbidden or not based on the duplicate disapproval level 
( drawing 4 ) of a header unit (S15). And the case (it is "NO" at S14) where processing-object data is data 
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other than distributes data as a result of the judgment by the management information check part 14b, 
Even if it is distributes data, when it is data to which the duplicate is not forbidden on a duplicate 
disapproval level (it is "permission" at S15), it is made to continue without stopping duplicate processing 
(S22). 

[0109]On the other hand, when processing-object data is distributes data in which the duplicate is 
forbidden as a result of the judgment by the management information check part 14b (it is "disapproval" at 
"YES" and S15 in S14), the data management part 14 performs processing which stops duplicate 
processing. 

[01 10]That is, the warning part 14c reports the warning message for which consumers are asked so that a 
duplicate may be stopped (S16). For example, since transmission of the data in which "duplicate is 
forbidden to the indicator 34 ( drawing 2 ) was started, please stop the warning part 14c promptly. 
Continuation of transmission may reboot OS. While displaying warning sentences, such as ", a beep sound 
is emitted from the voice output part 36. 

[01 1 1]And fixed time lapse of after takes out the command by which the duplicate processing stop part 
14d makes OS stop duplicate processing, when duplicate processing is continued (S17 (duplicate 
processing stop step)). And when duplicate processing is not normally completed by this command (it is 
"failure" at S18), the duplicate processing stop part 14d takes out a reboot command to OS (S19 
(duplicate processing stop step)). As a result, OS is rebooted and duplicate processing is cleared (S20). 
Even if duplicate processing of distributes data in which the duplicate is forbidden is started by the above, 
the duplicate processing is stopped by the data management part 14 (S21). 

[01 12]As mentioned above, the above-mentioned distributing server 50 transmits the reproduction program 
which added the definition of the duplicate disapproval level indicated to the header unit of distributes data, 
and the contents of the control management for every duplicate disapproval level to the data reproduction 
apparatus 10, in order to control the duplicate in the data reproduction apparatus 10 of distributes data. 
[01 13]On the other hand, in the above-mentioned data reproduction apparatus 10, the above-mentioned 
reproduction program transmitted from the distributing server 50 is installed, and the reproduction 
environment of distributes data is built. That is, the above-mentioned reproduction program realizes the 
data management part 14 controlled by the duplicate disapproval level to which the duplicate of distributes 
data was given with the data reproducing part 1 2 which decrypts and elongates distributes data and is 
reproduced to the data reproduction apparatus 10. 

[01 14] And the distribution contractor of contents data specifies and distributes the contents of the control 
management of a duplicate of distributes data while providing consumers with the reproduction 
environment for exclusive use which added the control management of the duplicate of distributes data. 
[01 15]Therefore, according to the data reproduction apparatus 10 concerning this embodiment, in addition 
to forbidding reproduction of duplication data by enciphering contents data, the duplicate of the distributes 
data in the state where it was enciphered can be prevented. Therefore, it becomes possible to raise the 
security of distributes data in the distribution service of contents data. 

[01 16] According to the data reproduction apparatus 10 concerning this embodiment, a distribution 
contractor can set up the contents of control management flexibly like granting a permission 
no /restricting [ do not permit a duplicate at all / which is permitted with /restrictions ] rather than forbids 
the duplicate of distributes data uniformly. The kind and each contents of control management of the 
duplicate are updating a reproduction program, and can be changed flexibly. 

[01 17] Finally, each of above-mentioned embodiments do not limit the range of this invention, and various 
change is possible for them, for example, they can constitute it within the limits of this invention as follows. 

[01 18]Even if it applies this invention to the system which comprises two or more apparatus (for example, 
a host computer, a terminal computer, an interface device, network equipment, a reader, a printer, etc.), It 
may apply to the devices (for example, a portable computer, a word processor device, etc.) which consist 
of one apparatus. 

[0119]the program code (an execute form program.) of the program of reception, transmission, 
reproduction, and management of the data which is the software which realizes the function which the 
purpose of this invention mentioned above The recording medium which recorded the intermediate code 
program and the source program by computer so that reading was possible, It can attain, also when a 
system or a device is supplied and the computer (or CPU and MPU) of the system or a device reads and 
executes the program code currently recorded on the recording medium. In this case, the function which 
the program code itself read from the recording medium mentioned above will be realized, and the 
recording medium which recorded that program code will constitute this invention. 
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[0120]The recording medium for supplying the above-mentioned program code can be constituted 
disengageable with a system or a device. The above-mentioned recording medium may be a medium 
supported fixed so that a program code can be supplied. And even if a system or a device is equipped with 
the above-mentioned recording medium so that a computer can read the recorded program code directly, 
It may be equipped so that it can read via the program reader connected to the system or the device as an 
external storage. 

[01 21] As the above-mentioned recording medium, for example, the tape system of magnetic tape, a 
cassette tape, etc., The disk system containing optical discs, such as magnetic disks, such as a floppy 
disk/hard disk, CD-ROM/MO/MD/DVD/CD-R, Semiconductor memory systems, such as card systems, 
such as an IC card (a memory card is included)/optical card, or a mask ROM / EPROM/EEPROM / flash 
ROM, etc. can be used. 

[01 22] A computer reads the above-mentioned program code from a recording medium, it may be recorded 
that immediate execution can be carried out and it may be recorded that the back computer transmitted to 
the program storage area of main memory reads from main memory, and it can perform from a recording 
medium. 

[0123]The above-mentioned recording medium may be a medium fluidly supported so that a program code 
can be supplied via a communication network etc. In this case, it can supply by constituting a system or a 
device so that a communication network (the Internet etc. are included) and connection are possible, and 
downloading the above-mentioned program code from a communication network. 

[0124]The program for reading a program code from a recording medium and storing in main memory and 
the program for downloading a program code from a communication network, By computer, it shall be 
beforehand stored in a system or a device so that execution is possible. 

[0125]The function mentioned above is realized also by performing a part or all of processing that OS etc. 
which it not only realizes by executing the above-mentioned program code which the computer read, but 
are working on a computer based on directions of the program code are actual. 

[0126]The above-mentioned program code with which the function mentioned above was read from the 
above-mentioned recording medium, After being written in the memory with which the function expansion 
unit connected to the expansion board with which the computer was equipped, or the computer is 
equipped, It realizes also by performing a part or all of processing that CPU etc. with which the expansion 
board and function expansion unit are equipped are actual, based on directions of the program code. 
[0127] 

[Effect of the Invention]The data management device concerning the invention of claim 1 is the 
composition of providing the duplicate processing monitor means which detect the start of duplicate 
processing of specific data among the data memorized by the data storage part as mentioned above, and a 
duplicate processing stop means to stop the above-mentioned duplicate processing. 
[0128]The data control method concerning the invention of claim 8 is a method containing the duplicate 
processing surveillance step which detects the start of duplicate processing of specific data among the 
data memorized by the data storage part as mentioned above, and the duplicate processing stop step 
which stops the above-mentioned duplicate processing. 

[0129]So, it becomes possible to control the duplicate of the specific data memorized by the data storage 
part of the self-device (data management device). Therefore, the effect that the duplicate of the specific 
data in the state where it was enciphered by enciphering specific data to forbid a duplicate in addition to 
the conventional method of preventing a duplicate can be prevented is done so. 

[0130]Therefore, the effect that the illegal duplicate of the distributes data memorized by consumers' data 
reproduction apparatus (data management device) by online distribution, such as a music content, can be 
prevented is done so. Therefore, the effect of becoming possible to raise the security of distributes data in 
the distribution service of contents data is done so. 

[0131]The data management device concerning the invention of claim 2 is composition which detects the 
call to the command of the operating system which the application program with which the above- 
mentioned duplicate processing monitor means perform the above-mentioned duplicate processing further 
in addition to the data management device according to claim 1 emits as mentioned above. 
[01 32] So, further, if the processing-object data of a command in which duplicate processing monitor means 
detected the call is specific data, a duplicate processing stop means can stop duplicate processing of the 
called application program. 

[01 3 3] Therefore, the effect that the simple method of detecting the command of the operating system 
which the application program which performs duplicate processing emits enables it to control the 
duplicate of specific data is done so. 
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[0134]In addition to the data management device according to claim 1 or 2, the data management device 
concerning the invention of claim 3 detects further the duplicate disapproval information currently 
recorded on the file information part of the above-mentioned specific data as mentioned above, It is the 
composition of providing the specific data judging means which judges whether the data memorized by the 
above-mentioned data storage part being the above-mentioned specific data. 

[0135]So, further, duplicate processing monitor means can detect duplicate processing of the specific data 
judged by the specific data judging means, and a duplicate processing stop means can stop it. 
[0136]Therefore, the effect that the simple method of recording duplicate disapproval information on the 
file information part of specific data enables it to control the duplicate of specific data is done so. 
[0137]In addition to the data management device according to claim 3, further the data management device 
concerning the invention of claim 4 as mentioned above the above-mentioned specific data, The above- 
mentioned duplicate disapproval information is recorded on the file information part of data, and it receives 
from the transmission server possessing the data sending means which transmits the data concerned. 
[0138]So, further, in order that a specific data judging means may judge the data in which duplicate 
disapproval information is recorded as specific data, the duplicate processing is detected by duplicate 
processing monitor means, and is stopped because of a data management device by the duplicate 
processing stop means. 

[01 39] Therefore, the effect of becoming possible to control the duplicate of specific data to forbid the 
duplicate in a data management device in a transmission server is done so. 

[0140]In addition to the data management device according to claim 4, further the data management device 
concerning the invention of claim 5 as mentioned above the above-mentioned specific data judging means, 
It receives from the transmission server possessing the program transmitting means which sets the 
specific data judging means concerned to enabled detection of the duplicate disapproval information 
currently recorded on the file information part of the above-mentioned specific data, and transmits. 
[0141]So, further, in order that the specific data judging means received from the transmission server may 
judge the data in which duplicate disapproval information is recorded as specific data, the duplicate 
processing is detected by duplicate processing monitor means, and is stopped because of a data 
management device by the duplicate processing stop means. 

[01 42] Therefore, while the duplicate of the specific data in a data management device is controllable in a 
transmission server, the effect of becoming possible to set up flexibly how it controlling in a transmission 
server is done so. 

[0143]The data management device concerning the invention of claim 6 is the composition that the further 
above-mentioned data sending means and program transmitting means are provided in the separate 
transmission server as mentioned above in addition to the data management device according to claim 5. 
[01 44] So, the specific data which the data sending means of other transmission servers supplies can be 
further judged based on duplicate disapproval information by the specific data judging means which the 
program transmitting means of a certain transmission server supplies. 

[0145]Thereby, the transmission server which supplies a specific data judging means and specific data does 
so the effect that two or more sets can be provided independently, respectively. Therefore, a data 
management device does so the effect of becoming possible to choose a transmission server suitably by 
situations, such as a communication line, and to receive a specific data judging means and specific data. 
[01 46] Therefore, in the distribution service of contents data, while avoiding concentration of the load to 
some transmission servers and being able to supply a specific data judging means and specific data, the 
effect that supply of various specific data becomes easy is done so. 

[0147]The recording medium which recorded the data management program concerning the invention of 
claim 7 and in which computer reading is possible, As mentioned above, it is the recording medium which 
recorded the data management program which makes a computer realize each means which the data 
management device of a statement possesses in any 1 paragraph of claims 1-6, and operates the above- 
mentioned data management device and in which computer reading is possible. 

[01 48] So, the above-mentioned data management device is realizable by the data management program 
read from the above-mentioned recording medium, therefore, it will obtain, if the illegal duplicate of the 
distributes data memorized by consumers' playback equipment by online distribution which is the effects of 
the above-mentioned data management device, such as a music content, can be prevented, and effect is 
taken. 

[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a functional block diagram showing the outline of the composition of the distributing server 
concerning the 1 embodiment of this invention, and a data reproduction apparatus. 

[Drawing 2] It is a block diagram showing the outline of the composition of the computer used as the base 
of the distributing server shown in drawing 1 , and a data reproduction apparatus. 

[Drawing 3] It is an explanatory view showing the structure of the distributes data distributed to a data 
reproduction apparatus from the distributing server shown in drawing 1 . 

[Drawing 4] data reproduction apparatus **** shown in drawing 1 — it is an explanatory view showing an 
example of the duplicate disapproval level which controls the duplicate of distributes data. 
[Drawing 5] data reproduction apparatus shown in drawing 1 — it is a flow chart which shows the 

operation which controls the duplicate of distributes data. 

[Drawing 6] It is an explanatory view of the information distribution system using the distributing server and 
data reproduction apparatus which were shown in drawing 1 . 
[Description of Notations] 
10 Data management device 

14a Reproduction command Monitoring Department (duplicate processing monitor means) 
14b Management information check part (specific data judging means) 
14 d Duplicate processing stop part (duplicate processing stop means) 
31 Data storage part 

50 Distributing server (transmission server) 

51 Reproduction program transmission section (program transmitting means) 

52 Contents data transmission part (data sending means) 
S13 Duplicate processing surveillance step 

S17 and S19 Duplicate processing stop step 

[Translation done.] 
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[Drawing 1] 
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[Drawing 4] 
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[Drawing 5] 
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[Drawing 6] 
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